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1. Introduction 
According to a recent review [1] digitalization of health data has increased in the past years 
due to the availability and readiness of health-related information technologies. Health 
data sources can range from strictly medical applications such as Electronic Health Records, 
mHealth, medical robotics and direct-to-consumer genetic testing among others, as well 
as non-strictly-medical tools such as personal dietary programs and Twitter hashtags. It is 
generally acknowledged that the availability of this information might have a positive 
impact in health-related research in the near future. 

As stated by the Open Science Policy Platform Recommendations [2], Open Science is   
scholarly research that is collaborative, transparent and reproducible and whose outputs 
are   publicly available. At its core, Open Science aims at: “increasing research quality, 
boosting collaboration, speeding up the research process, making the assessment of 
research more   transparent, promoting public access to scientific results, as well as 
introducing more people to academic research”. 

In this context, the implementation of frameworks and policies oriented towards reusing 
health data for research purposes poses important challenges from ethical and legal points 
of view. The EOSCpilot project has released a white paper on ethics [3] aiming at 
supporting the drafting of the ethical dimension within the set of policy recommendations 
to be implemented for the European Open Science Cloud (EOSC). Although this document 
highlights important ethical issues of health research that may affect the EOSC 
governance, it doesn’t fully address the role in ethics that Research Performing 
Organizations (RPOs) should have in the health research process. RPOs should duly comply 
with the EU GDPR according to the ethical principles when processing sensitive data 
(lawfulness, fairness, transparency, purpose limitation, data minimisation, accuracy, 
storage limitation, integrity, confidentiality, accountability), must demonstrate the 
attainment of research integrity and good practices, must implement governance systems 
to ensure an ethical research process, must comply with data ethics principles [4] when 
processing sensitive data, and must strive for achieving an ethical application in science 
and society of the research outcomes. 

The implementation of policies at an organisational level is always a complex task that 
should be carefully planned and executed step by step. Although some of the 
aforementioned issues about ethical and legal compliance are already considered by RPOs 
in general, others may need to be accompanied by a strong organisational and/or cultural 
shift towards Open Science and, therefore, it seems reasonable to prioritize the 
implementation of such policies, so they could be effectively managed.  

To this aim, FAIR4Health seeks to gather feedback from the involved stakeholders in health 
research regarding the perceived importance of putting in place mechanisms to guarantee 
the compliance of RPOs with the ethical considerations listed above when designing and 
performing research activities with FAIR data derived from publicly funded activities such 
as health research and routine care. This feedback was gathered based on the results of 
an open survey followed by a focus group discussion. 
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The open survey was designed based on the review of the following documents:  

1. EU H2020 document on “Ethics and data protection” (available at: 
http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethic
s/h2020_hi_ethics-data-protection_en.pdf)  

2. “Considerations for ethics review of big data health research: A scoping review” 
paper [1] 

3. “White Paper 4: Ethics” released by the EOSC pilot project [3] 
4. “What is data ethics?” paper [4] 
5. Proceedings “Research integrity - Council conclusions” from the EU General 

Secretariat of the Council [5] 

The open survey was released in 9 languages (English, Spanish, French, Italian, German, 
Portuguese, Turkish, Serbian and Dutch) and disseminated as a web form (available at: 
http://bit.ly/FAIR4Health-Ethics-survey) through all the network of contacts of the 
consortium members and relevant stakeholders in EU health research. It was accepting 
responses for 10 days (23/04/19 - 02/05/19). The English version of the survey is available 
in the Annex of this document. 

The results of this survey were then discussed in a focus group convened between the 
following members of the External Ethics Advisory Board of the FAIR4health project: 

❖ Ricard Martínez: Constitutional Law Assistant Professor at the University of 
Valencia. Director of an Institutional Chair about privacy and data protection. He 
worked at the Spanish Data Protection Agency and former president of the Spanish 
Data Professional Association. DPO of a project in the H2020 (BigMedylitics) and he 
collaborated as a GPG and coordinator of DPO in the Polytechnic University of 
Valencia, Spain. 

❖ Carolin Reuter: Medical Doctor and PhD student at the department of Medical 
Ethics and History of Medicine at the University of Göttingen in Germany. 

2. Results of the open survey 
Sample collected: N = 170 
 
Language chosen. Total responses: 170 

 N % 

Italian 13 7.65% 

Spanish 70 41.18% 

English 13 7.65% 

Portuguese 49 28.82% 

Dutch 8 4.71% 

Turkish 13 7.65% 

http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-data-protection_en.pdf
http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-data-protection_en.pdf
http://bit.ly/FAIR4Health-Ethics-survey
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German 3 1.76% 

French 1 0.59% 

 

 
 

1. Are you a citizen of the European Union? Total responses: 168 
 N % 

Yes 153 91.07% 

No 15 8.93% 

 

 
 
2. Educational level: Total responses: 157 

 N % 

I don’t want to disclose it 2 1.27% 

ISCED 1: Primary education (up to 10-13 years old) 0 0.00% 

ISCED 2: Lower secondary education (up to 14-16 years old) 1 0.64% 
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ISCED 3: Upper secondary education (up to 18 years old) 6 3.82% 

ISCED 4: Post-secondary non-tertiary education 1 0.64% 

ISCED 5: Short-cycle tertiary education 10 6.37% 

ISCED 6: Bachelors’ or equivalent level 33 21.02% 

ISCED 7: Masters’ or equivalent level 104 66.24% 

 

 
 
3. Profiles (multiple choice): Total responses: 163 

 N % 

General Audience (Patient/Citizen) 70 41.18% 

Healthcare professional 57 33.53% 

Health Informatics professional 26 15.29% 

Member of Ethics Committee 6 3.53% 

Scientific researcher 65 38.24% 

Decision-maker in public or private companies 9 5.29% 

European Commission Representative 0 0.00% 

Public Health Representative 6 3.53% 

Not declared 1 0.59% 
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4. When processing sensitive personal data, RPOs must consider the following 

principles as stated in the General Data Protection Regulation (GDPR) 
 1 2 3 4 5 N 

Lawfulness, fairness and transparency 0 0 14 19 136 169 

Purpose limitation 3 3 36 40 86 168 

Data minimisation 13 21 45 38 52 169 

Accuracy 0 2 22 35 110 169 

Storage Limitation 9 17 42 46 52 166 

Integrity and confidentiality 0 1 16 18 132 167 
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5. RPOs must put in place the following measures to comply with the 
accountability principle under the GDPR: 
 1 2 3 4 5 N 

To implement data protection policies and security 
mechanisms 

0 3 18 24 123 168 

To agree data protection contracts with third-party 
processors 

3 2 20 27 117 169 

To document any processing activity 1 4 25 41 97 168 

To record and report, where necessary, any personal data 
breaches 

0 0 19 22 127 168 

To carry out data protection impact assessments 2 8 22 40 95 167 

To appoint a data protection officer 3 7 33 34 89 166 

 

 
 

6. From research integrity and good practices point of view, RPOs must 
demonstrate: 
 1 2 3 4 5 N 

Honesty 0 0 11 21 137 169 

Reliability 0 0 9 17 142 168 

Objectivity 0 1 11 25 131 168 

Impartiality and independence 0 1 12 19 136 168 

Open communication 0 1 9 26 133 169 

Duty of care 0 2 15 39 113 169 

Fairness 0 1 14 22 131 168 

Responsibility for future science generations 1 0 14 31 120 166 
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7. RPOs must implement governance systems to ensure the consideration of the 
following items: 
 1 2 3 4 5 N 

Approval by a research ethics committee 2 4 18 40 103 167 

Justification of the research topic 4 2 18 51 89 164 

Independence (or not) of the research from clients, sponsors, 
etc. 

2 4 23 36 100 165 

Extent of the researcher’s responsibility for what is further 
done by a third party 

3 12 25 45 82 167 

Provision for research activity to be halted or closely 
monitored when necessary 

1 5 16 58 87 167 

 
 

 
8. RPOs must comply with the following data ethics principles: 

 1 2 3 4 5 N 

Data access under well-defined conditions 0 0 16 29 124 169 

Public justification in case open access is not allowed 1 5 25 45 90 166 
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Description of data request procedure when needed 1 1 15 57 94 168 

To monitor data aggregation for potential unforeseen results 0 5 20 45 98 168 

Restriction of data access for commercial use 3 4 11 31 116 165 

Intellectual Property Rights should be stated from the 
beginning 

1 7 20 28 110 166 

To apply as much transparency as possible in algorithmic 
processing 

0 4 11 34 115 164 

Resulting data should be made FAIR (findable, accessible, 
interoperable and reusable) 

1 2 14 28 121 166 

 

 
 

9. Regarding science and society ethics, RPOs must consider the following issues: 
 1 2 3 4 5 N 

Quality of scientific reporting should be endorsed 0 1 14 25 127 167 

Resources to correctly interpret results (educational/training) 
should be provided to general media 

2 4 31 48 83 168 

Research outcomes should be released according to 
guidelines for incorporating scientific progress into policy-
making 

0 1 18 40 108 167 
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3. Outcomes of the focus group 
After discussing the items in the open survey and the answers gathered, the following 
issues were agreed by the members of the focus group: 

1. Conclusions extracted from the open survey should be handled with care,  given 
the potential lack of understanding of some questions and terminology included in 
the survey. 

2. Accuracy and data minimization principles might not be well understood by patients. 
3. Lay people doesn’t know what the role of a Data Protection Officer is. 
4. Patients/citizens and researchers may have different views about the meaning of 

honesty and fairness regarding the openness of the research process. 
5. Patients should be engaged in the research process far beyond the signature of the 

informed consent. 
6. Legal compliance should be enforced to researchers from the very beginning of the 

research process. 
7. Stigmatization and discrimination are underestimated topics that should be 

considered in terms of science and society ethics. 

4. Conclusions 
The conclusions reached after analysing the results of the open survey and the discussion 
held in the focus group are the following: 

Regarding the open survey results, expressed in terms of average ± standard deviation:  

❖ In general, the perceived importance of all the items included in the survey was 
very high: on average, the importance assigned was 4.459 ± 0.269 (min: 3.562, 
max: 4.792) out of a maximum of 5 points. 

❖ Lawfulness, fairness and transparency (4.722 ± 1.197) were considered the most 
important GDPR principles, while data minimisation (3.562 ± 1.454) and storage 
limitation (3.693 ± 1.406) were considered the less important ones. 

❖ Regarding the proposed accountability practices for RPOs, respondents gave higher 
importance to record and report where necessary any personal data breaches 
(4.643 ± 1.217) and considered appointing a data protection officer (4.199 ± 1.358) 
as the less important one. On average, all the items received reached more than 4 
points. 

❖ In terms of RPOs’ governance systems, the approval by a research ethics committee 
is considered the most important measure (4.425 ± 1.292) while the extent of the 
researcher responsibility for what is further done by a third party was considered 
as less important (4.144 ± 1.363). On average, all the items received reached more 
than 4 points. 
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❖ In terms of data ethics principles, respondents gave higher importance to the item 
“to provide a data access under well defined conditions” (4.639 ±1.200) while they 
perceived as less important “to provide a public justification in case the open access 
is not allowed” (4.313 ± 1.283). It should be noted again that on average, all the 
items reached more than 4 points. 

❖ Reliability (4.792 ± 1.172) was found to be the most important aspect that should 
be considered from research integrity and good practices point of view, while duty 
of care received the lowest score (4.556 ± 1.215). In this case, all the items were 
scored over 4.5 points on average. 

❖ Finally, respondents highlighted the importance for RPOs to endorse the quality of 
scientific reporting (4.665 ± 1.212) while they gave a lower score to the answer 
“Resources to correctly interpret results (educational/training) should be provided 
to general media” (4.226 ± 1.288). On average, all the items received reached more 
than 4 points. 

And regarding the discussion held in the focus group: 

❖ Ethical questions dealing with the reuse of health data for research are very 
complex, even for experts in the field. There is an understanding gap that may 
hinder the validity of the responses gathered from lay citizens/patients. Therefore, 
there is a strong need to train all the stakeholders involved in this field, from 
patients to health researchers, in the ethical and legal aspects of the research. 

❖ Patients/citizens and researchers may have different views about the meaning of 
honesty and fairness regarding the openness of the research process. In addition, it 
seems that patients should be engaged in the research process beyond the 
signature of an informed consent. Therefore, a deeper and structured dialogue 
between both groups should be encouraged to avoid unrealistic expectations 
from both sides and to achieve common objectives. This can be done by 
developing public participation events such as joint workshops between patients’ 
associations and research groups, for instance. 
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Annex: Open Survey on ethical implications of reusing FAIR 
data for health research 

Open Survey on ethical implications 
of reusing FAIR data for health 

research 
 
Objectives: 

The purpose of this survey is to gather feedback from all involved stakeholders in health 
research regarding their perceived importance of putting in place mechanisms to 
guarantee the compliance of Research Performing Organisations (RPOs) with the ethical 
considerations listed below when designing and performing research activities with reused 
data derived from publicly funded activities such as health research and routine care.  
 
The results of this survey will be used as input for further discussion in a focus group 
between key experts in the field and will be included in the report “Guidelines for 
implementing FAIR open data policy in health research” as part of the work developed 
within the FAIR4Health project. 
 
You could find further information about FAIR4Health in this link: 
https://www.fair4health.eu 
In case you have further questions, we encourage you to contact the FAIR4Health 
coordination team making use of the form embedded in this link: 
https://www.fair4health.eu/en/contact 

References: 
[1] European Commission/EACEA/Eurydice, 2018. The Structure of the European Education 
Systems 2018/19: Schematic Diagrams. Eurydice Facts and Figures. Luxembourg: 
Publications Office of the European Union. doi:10.2797/302115 
[2] Ienca M, Ferretti A, Hurst S, Puhan M, Lovis C, Vayena E. (2018). Considerations for 
ethics review of big data health research: A scoping review. PloS one, 13(10), e0204937. 
[3] ECRIN writing group, Bowers S, Drumi C, Hansson MG, Mayrhofer M, Ryan L. (2018). 
White Paper 4: Ethics. Supporting Document to D3.3 Draft Policy Recommendations. 
EOSCpilot Project. 

https://www.fair4health.eu/
https://www.fair4health.eu/en/contact
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[4] Council of the European Union, General Secretariat of the Council. Research Integrity: 
Council conclusions (adopted on 01/12/2015). Available at: 
http://data.consilium.europa.eu/doc/document/ST-14853-2015-INIT/en/pdf 
[5] Floridi L, Taddeo M. (2016). What is data ethics? Philosophical Transactions of the Royal 
Society A: Mathematical, Physical and Engineering Sciences, 374. 
http://doi.org/10.1098/rsta.2016.0360 

Just a bit about you: 
1. Are you a citizen of the European Union? 

● Yes 
● No 

 
2. Please, indicate your educational level1: 

● I don’t want to disclose it 
● ISCED 1: Primary education (up to 10-13 years old) 
● ISCED 2: Lower secondary education (up to 14-16 years old) 
● ISCED 3: Upper secondary education (up to 18 years old) 
● ISCED 4: Post-secondary non-tertiary education 
● ISCED 5: Short-cycle tertiary education 
● ISCED 6: Bachelors’ or equivalent level 
● ISCED 7: Masters’ or equivalent level 

 
3. Please, indicate which of the following roles better defines you (choose all that 
apply): 

● General Audience (Patient/Citizen) 
● Healthcare professional 
● Health Informatics professional 
● Member of Ethics Committee 
● Scientific researcher 
● Decision-maker in public or private companies 
● European Commission Representative  
● Public Health Representative 
● Other: ___________________________________________ 

 
  

                                              
1 According to the International Standard Classification of Education (ISCED 2011) [1]. More info at: 
http://bit.ly/ISCED2011  

http://bit.ly/ISCED2011
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Questions 
Please rate from 1 (very low) to 5 (very high) the importance of the following items: 
 
4. When processing sensitive personal data, RPOs must consider the following principles 
as stated in the General Data Protection Regulation (GDPR): 

Lawfulness, fairness and transparency 1 2 3 4 5 

Purpose limitation 1 2 3 4 5 

Data minimisation 1 2 3 4 5 

Accuracy 1 2 3 4 5 

Storage Limitation 1 2 3 4 5 

Integrity and confidentiality 1 2 3 4 5 

 
5. RPOs must put in place the following measures to comply with the accountability 
principle under the GDPR: 

To implement data protection policies and security mechanisms 1 2 3 4 5 

To agree data protection contracts with third-party processors 1 2 3 4 5 

To document any processing activity 1 2 3 4 5 

To record and report, where necessary, any personal data breaches 1 2 3 4 5 

To carry out data protection impact assessments 1 2 3 4 5 

To appoint a data protection officer 1 2 3 4 5 

 
6. From research integrity and good practices point of view, RPOs must demonstrate:  

Honesty 1 2 3 4 5 

Reliability 1 2 3 4 5 

Objectivity 1 2 3 4 5 

Impartiality and independence 1 2 3 4 5 

Open communication 1 2 3 4 5 

Duty of care 1 2 3 4 5 

Fairness 1 2 3 4 5 

Responsibility for future science generations 1 2 3 4 5 
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7. RPOs must implement governance systems to ensure the consideration of the following 
items: 

Approval by a research ethics committee 1 2 3 4 5 

Justification of the research topic  1 2 3 4 5 

Independence (or not) of the research from clients, sponsors, etc. 1 2 3 4 5 

Extent of the researcher’s responsibility for what is further done by 
a third party  1 2 3 4 5 

Provision for research activity to be halted or closely monitored 
when necessary 1 2 3 4 5 

 
8. RPOs must comply with the following data ethics principles2: 

Data access under well-defined conditions 1 2 3 4 5 

Public justification in case open access is not allowed 1 2 3 4 5 

Description of data request procedure when needed 1 2 3 4 5 

To monitor data aggregation for potential unforeseen results 1 2 3 4 5 

Restriction of data access for commercial use 1 2 3 4 5 

Intellectual Property Rights should be stated from the beginning 1 2 3 4 5 

To apply as much transparency as possible in algorithmic processing  1 2 3 4 5 

Resulting data should be made FAIR (findable, accessible, 
interoperable and reusable) 

1 2 3 4 5 

 
9. Regarding science and society ethics, RPOs must consider the following issues: 

Quality of scientific reporting should be endorsed 1 2 3 4 5 

Resources to correctly interpret results (educational/training) should 
be provided to general media 1 2 3 4 5 

Research outcomes should be released according to guidelines for 
incorporating scientific progress into policy-making 1 2 3 4 5 

 
 

THANKS FOR BOOSTING THIS RESEARCH! 

                                              
2 A new branch of ethics that studies and evaluates moral problems related to data (including 
generation, recording, curation, processing, dissemination, sharing and use), algorithms (including 
artificial   intelligence, artificial agents, machine learning and robots) and corresponding practices 
(including   responsible innovation, programming, hacking and professional codes) [5] 


